
Cybersecurity Scorecard Framework

Domain Control Area Score Notes/Findings

Governance Cybersecurity policies & ownership

Risk Management Risk assessments & third-party risk

Access Management MFA, privilege access controls

Asset Management Asset inventory, classification

Vulnerability Management Patch management, scanning routines

Security Monitoring SIEM, alerting, logging

Incident Response IR plan, testing, RACI model

Backup & Recovery Offline backups, restoration testing

User Awareness & Training Phishing simulation, training logs

Compliance & Standards GDPR, ISO, or sector-specific regs


